-
]
[ ]

-

Enlightened trust in governance

EnTrust

June 2023 M Issue 4

European Policy Brief

B Building Trust and Distrust in the Media: The Role of Disinformation

and Media Freedom

The media’s role in (dis)trust-building
in challenging times

Social media provide a space to express opin-
ions, obtain news, and contest political and
societal developments, thus complementing
traditional media (radio, TV and press) and im-
pacting on established forms of news-making
and consumption. They offer a place for open
deliberation that meets citizens” demand for
public participation. But de facto, they also
create a platform to polarise, spread mis- or
disinformation, and attack individuals and in-
stitutions. At the same time, traditional media
are in a process of transformation at the level
of readership, corporate models and journal-
istic practices. In this new media context, tar-
geted disinformation has increasingly been
spread, thus unsettling populations and fuel-
ling distrust in political representatives and
democracy, expertise and science. Disinfor-
mation and conspiracies gained particular sa-
lience on social media platforms during the
Covid-19 pandemic, where so-called ‘alterna-
tive news’ and ‘alternative facts’ were ampli-
fied.

Such a development has motivated the En-
Trust project to dedicate attention to the role
of the media in the formation and contesta-
tion of trust in governance during times of cri-
ses.

The EnTrust project, devoted to studying trust
and distrust in governance from various per-
spectives, has dedicated a part of its research
to expanding our understanding of the chang-

ing role of journalism on trust mediation be-
tween political governance, scientific exper-
tise, and citizens, and the impact of digital me-
dia technologies. The research shed light on
the conditions under which media coverage of
governance performance and scientific facts
can lead to either informed opinion-making or
the polarisation of political opinions question-
ing the trustworthiness of scientists, govern-
ment and political representatives. The in-
sights were obtained through a comparative
media analysis of news coverage during the
Covid-19 pandemic, an additional analysis of
user comments on the newspapers’ Facebook
sites, and in-depth interviews with stakehold-
ers involved in fact-checking or anti-disinfor-
mation initiatives. Research was conducted in
seven European countries (Czech Republic,
Denmark, Germany, Greece, Italy, Poland and
Serbia), and generated a range of interesting
findings that were presented and discussed at
an expert roundtable debate that was com-
posed of representatives of civil society or-
ganisations, the Council of Europe, and the
European Commission.

The scientific report of the EnTrust project
and the expert roundtable debate have in-
formed the identification of a number of key
problems and policy recommendations that
are at the centre of this Policy Brief.
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#1: Prevent online disinformation and en-
force the respect of human rights on online
platforms

The scrutiny of the harmful effects of unregu-
lated social media has become the more im-
portant considering that more and more citi-
zens seek news via social media, providing
free and direct access to information. In addi-
tion, in some European countries, people turn
to social media as a result of low or decreasing
trust in public service media. To tackle online
disinformation, EU policy-makers have taken
steps towards a co-regulatory regime, but civil
society organisations and media experts have
argued that current instruments are not suffi-
cient.

The revised Code of Practice on Disinfor-
mation (the Code) provides an important in-
strument to address online disinformation,
but it must ensure strong enforcement and
monitoring of commitments, preferably as a
co-regulatory mechanism under the Digital
Services Act (DSA). One significant aspect re-
lates to transparency as regards targeted (po-
litical) advertisement. Users should be aware
that the information they see is subject to al-
gorithms and funding sources (who pays for
the content they see). Another essential as-
pect relates to content moderation, which
should take a human rights-based approach,
and ensure that freedom of expression is re-
spected as regards users and whoever is ad-
dressed by users.

Additionally, it should be considered that dis-
information is not bias free. Civil society or-
ganisations stress that discriminatory disinfor-
mation (for example, gender-based disinfor-
mation) is common in the social media land-
scape. The discriminatory effects for the so-
cial and political participation of affected
groups should be recognised in legislative
instruments that regulate both the digital

and physical sphere.

In the context of disinformation on social me-
dia, it is crucial to draw attention to the recent
advancements concerning the EU Al Act. Leg-
islators have reached a consensus on a prelim-
inary edition of the Act, which will now un-
dergo negotiations with the Council of the Eu-
ropean Union and EU member states. As Al
technology continues to evolve, experts and
civil society consistently emphasise the imper-
ative to uphold fundamental rights in the ap-
plication of Al, regardless of the user. There
are also concerns about the potential detri-
mental effects of Al systems on marginalised
groups, exacerbating systemic issues and ine-
qualities.

There is a general agreement that new legisla-
tive instruments need to be integrated into
existing legal frameworks in a harmonised
way. A multi-stakeholder approach, including
journalists, civil society organisations and aca-
demics, ensures that different concerns are
considered in the drafting of legislation. Espe-
cially in such a fast-developing environment
as the digital world, the implementation and
relevance of legislation must be continuously
monitored to ensure accountability.

#2: Promote and fund educational pro-
grammes aimed at building media literacy

Educational policies directed at media literacy
(the ability to critically understand and evalu-
ate information obtained via different
sources) are important to better face the is-
sues posed by disinformation and propaganda
on online platforms and in media outlets. The
empowerment of and awareness raising
among citizens to apply a certain degree of
distrust when engaging with media reports
can curb the spread of disinformation. Citi-
zens should develop best practices of media


https://digital-strategy.ec.europa.eu/en/policies/code-practice-disinformation
https://digital-strategy.ec.europa.eu/en/policies/code-practice-disinformation
https://digital-strategy.ec.europa.eu/en/policies/digital-services-act-package
https://digital-strategy.ec.europa.eu/en/policies/digital-services-act-package
https://www.europarl.europa.eu/news/en/headlines/society/20230601STO93804/eu-ai-act-first-regulation-on-artificial-intelligence?&at_campaign=20226-Digital&at_medium=Google_Ads&at_platform=Search&at_creation=RSA&at_goal=TR_G&at_advertiser=Webcomm&at_audience=%7bkeyword%7d&at_topic=Artificial_intelligence_Act&at_location=BE&gclid=Cj0KCQjw1_SkBhDwARIsANbGpFt6kuxvGFmoTGZRWWp2dt7XKoqKDSXpRuu9Sx5irYPWiX6pnXLLArQaAkfCEALw_wcB
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usage and skills to navigate the digital news
space.

The training of young people is especially im-
portant given their diverse and dynamic
online activities. Teachers must be adequately
qualified to transfer media literacy skills to
their students. Media literacy training can be
embedded in the curriculum, or be provided
at dedicated school events. Links can be es-
tablished with other schools that have suc-
cessfully implemented media literacy training.
Likewise, schools can benefit from the exper-
tise of journalists, IT specialists, and other pro-
fessional groups.

National and local authorities should promote
and fund educational programmes aimed at
the enhancement of media literacy, in line
with Article 33a of the revised Audiovisual
Media Services Directive. Expertise can be
found in civil society organisations (e.g., Lie
Detectors), or European academic networks
(e.g., the European Digital Media Observa-
tory) that have developed training for teach-
ers and pupils on detecting disinformation,
and fact checking. The project ‘Free to Speak -
Safe to Learn - Democratic Schools for All’ of
the Council of Europe is another example of
how such training can be supported at the Eu-
ropean level.

#3: Make media ownership transparent and
ensure (access to) independent news report-

ing

In several EU member states, we witness the
misuse and capture of the media for the agen-
das of political actors and the vested interests
of business magnates. It is therefore im-
portant to understand how companies are
structured, and how funding impacts media
content, not only to provide citizens with im-
partial news reporting, but also to (re)build
trust in democracy.

Legislative instruments, such as the proposed
European Media Freedom Act (EMFA) or the
European Democracy Action Plan, aim at re-
vealing conflicts of interest and monopolies,
and at strengthening editorial independence
in the European media landscape, but there
are concerns among civil society organisations
and journalists that the measures will not be
sufficient to meet demands on media free-
dom and pluralism, as stipulated in the Char-
ter of Fundamental Rights of the European
Union.

EU member states should adhere to and im-
plement the European standards on public
service media by strengthening ‘the rules and
mechanisms to enhance the independent
governance and editorial independence’ (EU
Rule of Law Report 2022) of such entities. Me-
dia ownership needs to be transparent, and
the mechanisms that are in place must meet
European standards on the independence of
the media regulatory authority, as empha-
sised in the recommendations of the Rule of
Law Report 2022.

Civil society organisations and journalists urge
that a legal framework is in place to ensure
that freedom of expression is safeguarded in
both private and public news media compa-
nies. To address situations of media capture
and concentration, the EU and Member States
should scale up their funding support of activ-
ities that promote independent and unbiased
news reporting, such as investigative journal-
ism or fact-checking projects, or other ven-
tures that contribute to media pluralism, tak-
ing into account the recommendation
CM/Rec (2022)4 on the promotion of a fa-
vourable environment for quality journalism
in the digital age by the Council of Europe.

Funding should further ensure the affordabil-
ity and dissemination of unbiased news
through different channels. Quality journal-
ism is a public good, and it must be preserved
to provide citizens with evidence-based and
trustworthy information.


https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32018L1808&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32018L1808&from=EN
https://lie-detectors.org/
https://lie-detectors.org/
https://edmo.eu/
https://edmo.eu/
https://www.coe.int/en/web/campaign-free-to-speak-safe-to-learn/about
https://www.coe.int/en/web/campaign-free-to-speak-safe-to-learn/about
https://ec.europa.eu/commission/presscorner/detail/en/ip_22_5504
https://commission.europa.eu/strategy-and-policy/priorities-2019-2024/new-push-european-democracy/european-democracy-action-plan_en
https://www.europarl.europa.eu/charter/pdf/text_en.pdf
https://www.europarl.europa.eu/charter/pdf/text_en.pdf
https://www.europarl.europa.eu/charter/pdf/text_en.pdf
https://digital-strategy.ec.europa.eu/en/policies/media-freedom
https://digital-strategy.ec.europa.eu/en/policies/media-freedom
https://edoc.coe.int/en/international-law/11046-promoting-a-favourable-environment-for-quality-journalism-in-the-digital-age-recommendation-cmrec20224.html
https://edoc.coe.int/en/international-law/11046-promoting-a-favourable-environment-for-quality-journalism-in-the-digital-age-recommendation-cmrec20224.html
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#4: Ensure the protection and safety of jour-
nalists

Besides the threats to media apparatus and
quality journalism, there is also an expanding
threat to journalists themselves. They increas-
ingly experience defamation, hate speech, vi-
olence, and surveillance perpetuated by state
and non-state actors with anti-democratic
sentiments. This happens both in physical and
digital spaces, which emphasises again the
need for a human rights-based approach to
content moderation, as mentioned in recom-
mendation #1. In 2022, the Safety of Journal-
ists Platform, run by the Council of Europe,
registered double as many alerts as in 2019,
involving 12 more countries. This trend not
only threatens the safety of journalists, but
also the quality of journalistic work, as it leads
to self-imposed censorship. The misuse of leg-
islation to intimidate and prosecute critical
opinions jeopardises journalistic freedoms
and violates fundamental rights.

In light of the ongoing developments concern-
ing the EMFA, there are growing concerns that
the Council is embarking on a perilous path to-
wards legitimising objectionable forms of sur-
veillance aimed at journalists and their
sources. Of particular concern is France's
stance, which has advocated for an exception
to the general ban on deploying spyware
against journalists, thereby risking the inter-
pretation of spyware as a legitimate investiga-
tive tool.

Civil society organisations and journalists em-
phasised the importance of legislation to pro-
tect journalists and their work in physical and
virtual spaces. Safeguards should be given to
journalists in respect to their safety, adhering
to European standards on the protection of

journalists.

The EMFA should reinforce the protection of
sources and whistle-blowers by implementing
the Council of Europe’s recommendation

CM/Rec(2016)4 on the protection of journal-
ism and the safety of journalists and other me-
dia actors. The Council of the EU and the Eu-
ropean Parliament must ensure that the final
text of the proposed Directive and Recom-
mendation is effective in preventing strategic
lawsuits against public participation (SLAPPs),
not least to counteract any unintended out-
comes of regulatory law.

The 2022 rule of law report recommends in fa-
vour of some EU member states that fair,
transparent and non-discriminatory proce-
dures should apply for granting operating li-
cences to media outlets. In addition, journal-
ists should have a legal right to information
from public authorities, and be granted access
to government documents, adhering at all
times to European standards. Through their
actions, governments should signal that a crit-
ical evaluation of political decisions and in-
formed distrust are highly valued in a demo-
cratic society.

Research background: supportive
evidence

The policy recommendations presented
above are rooted in evidence generated
through the EnTrust research. In particular,
the recommendations build on the findings
from our standardised content analysis of a
representative sample of 800 trust contesta-
tions published in articles from three different
newspapers in each of the seven countries
and within four predefined periods (March
2020 — April 2020, September 2020 — October
2020, December 2020 - January 2021, March
2021 — April 2021), and of 250 trust-related
user comments per country on the newspa-
pers’ Facebook pages. These studies informed
us about the degree of trust in particular pro-
viders of information (government, science
and the media) during the Covid-19 pandemic,
and the extent to which this trust is contested


https://fom.coe.int/en/accueil
https://fom.coe.int/en/accueil
https://edri.org/wp-content/uploads/2023/04/Open-Letter-Council-Protection-of-Journalists-Against-Spyware-in-EMFA.pdf
https://ec.europa.eu/commission/presscorner/detail/en/ip_22_5504
https://ec.europa.eu/commission/presscorner/detail/en/ip_22_5504
https://search.coe.int/cm/Pages/result_details.aspx?ObjectId=09000016806415d9#_ftn1
https://commission.europa.eu/strategy-and-policy/policies/justice-and-fundamental-rights/eu-citizenship/democracy-and-electoral-rights/protecting-journalists-and-human-rights-defenders-strategic-lawsuits-against-public-participation_en
https://commission.europa.eu/strategy-and-policy/policies/justice-and-fundamental-rights/eu-citizenship/democracy-and-electoral-rights/protecting-journalists-and-human-rights-defenders-strategic-lawsuits-against-public-participation_en
https://www.coe.int/en/web/documents-records-archives-information/council-of-europe-standards
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in the public sphere. Additionally, 10 in-depth
interviews per country with journalists, public
authorities and civil society actors (hereinaf-
ter ‘experts’) involved in fact-checking or anti-
disinformation projects were conducted in or-
der to identify the originators of disinfor-
mation, the conditions for their spread, and
their resonance in public debates, and in or-
der to ascertain successful counter-strategies
to curb and prevent the share of disinfor-
mation, and enhance citizens’ resilience.

Key findings

# Trust in information providers

Our research findings confirm that media play
an important role as arenas of trust formation
and contestation of trust in political institu-
tions, science and experts, albeit with consid-
erable differences according to the type of
media outlet involved. On the one hand, our
media content analysis reveals that the major-
ity of mainstream newspapers express a bal-
anced view of reasoned trust or distrust
through factual statements, and journalists do
not give high salience to extremist positions or
polarised opinions. Judgements about the
trustworthiness of particular actors regularly
recur to factual argumentation. Competence
and expertise are decisive in the attribution of
trust in political actors and scientists. Differ-
ences emerge when comparing more in detail
the seven countries that were part of our anal-
ysis (e.g., trust in government in times of the
pandemic is high in Italy, while distrust in gov-
ernment is more salient in Germany, Czechia
and Poland), but traditional platforms of news
coverage (here: particularly legacy media)
play a constructive role in a critical debate
that balances trust and distrust in governance,
science and expertise.

On the other hand, our Facebook user

comments’ analysis demonstrates that social
media users express themselves mainly in crit-
ical opposition to the news, and in a predomi-
nantly distrustful way towards established in-
formation providers. The picture, however, is
more nuanced because a substantive number
of users are also supportive in their comments
of the claims in the news by government, sci-
ence or others. What is noteworthy is the dif-
ferent pattern of reasoning within social me-
dia comments. In contrast to the predomi-
nantly factual argumentation in professional
journalism, user comments more frequently
refer to values in order to support their state-
ments, which are primarily meant to under-
mine trust in government and science, and
not to support it. While social media are thus
more inclusive, as they provide room for me-
dia users and citizens to raise their voice in the
public sphere, the format of social media does
not appear to be a suitable space for a bal-
anced and reasoned discussion about trust
and distrust in governance. This structural de-
ficiency has to do with the fact that social me-
dia were never established for dialogical de-
liberations, but as a space for commercial in-
terests and their promotional aims.

Our media content analysis thus shows that
different media differ substantially in the way
they contribute to trust-building in demo-
cratic societies. Critical news reporting should
be a reference point for all media, meaning
that traditional media and professional jour-
nalism are more reliable than social media, as
the former engage in critical news reporting
and discussion, thus promoting a balanced ap-
proach of enlightened or sceptical trust, while
the latter favour a less balanced and more po-
larised arena of public opinion formation.
These general observations, however, need
to be qualified in two respects. Following
our data, we see that legacy media in some
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countries(particularly Denmark and Germany)
are more strongly committed to enlightened
trust, while these media exhibit a more unbal-
anced and polarised approach in other coun-
tries (Greece, Serbia, and Poland). In regard to
social media, the commenting by citizens is
somewhat less strongly unbalanced in Den-
mark, but very strongly biased and deeply an-
chored in a distrustful opinion climate in the
other six analysed countries.

These findings corroborate the need to limit
the negative impact of social media in regard
to disinformation and polarisation (recom-
mendation #1), but also the need to assist in-
dependent media and critical journalism (rec-
ommendation #3). Further evidence support-
ing these recommendations is provided by the
analysis of available survey data presented in
the EnTrust report.

These findings highlight that parts of the pop-
ulation tend to distrust the traditional media
with their more balanced and substantiated
news coverage practices, while at the same
time trusting the social media with their more
biased patterns of information and opinion
spreading. The analysis further shows that dif-
ferences between countries prevail, thus indi-
cating that action is required more urgently in
some countries than in others. In regard to
trust in media and journalism as main provid-
ers of information during the pandemic, Den-
mark is a high-trust country, whereas Ger-
many and Czechia are considered medium
trust countries. Trust in media and journalism
in Greece and Serbia is low, and attitudes in
Poland and ltaly are polarised, showing both
high levels of trust and distrust. A problem
emerges particularly in those countries where
widespread distrust in mainstream journalism
and public service media tends to run parallel
to higher rates of trust in social media as a
relevant alternative source of news. Certainly,

this situation is not true for most countries
with higher rates of trust in traditional media,
given that citizens of these countries also tend
to express low levels of trust in private web-
sites and social media.

# Counter-strategies to curb and prevent the
share of disinformation

The findings of our comparative analysis of ex-
pert interviews also provide empirical evi-
dence for the need to limit the role of social
media in disinformation (recommendation
#1), and the need to assist independent media
and journalism (recommendation #3). Con-
sulted experts observed an increase in disin-
formation and (foreign) state propaganda, ac-
celerated by the Covid-19 pandemic, and later
the war in Ukraine. This development has also
raised security concerns. To deal with this
challenge of dissemination of disinformation
outside the institutionalised channels of the
media, experts see a need to strengthen the
role of professional journalists as ‘trust medi-
ators’ also on social media news platforms, for
instance, by facilitating open-access of fact-
checked news, or by making information
sources transparent. Media and communica-
tion experts also emphasise the need for an
improved platform design, to avoid, for in-
stance, unmonitored algorithms selecting al-
ternative media over evidence-based news.

Self-regulation of social media platforms is in-
creasingly seen as insufficient, and some ex-
perts attributed an important role to the EU in
terms of co-regulating platforms. Purely mar-
ket-driven online spaces would provide a floor
for disinformation to spread, and it would be
important to demonetise such information. In
this context, experts stressed the importance
of respecting democratic principles, such as
the freedom of expression in the fight against
disinformation. Actions need to be propor-
tionate and ensure the right balance of free-
doms and control.
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Expert interviews also pointed to the need to
engage more systematically in promoting me-
dia literacy within the European population. In
terms of education, experts commonly agreed
that education programmes are needed to im-
prove resilience against online disinfor-
mation, which has become more prevalent
since the onset of the Covid-19 pandemic.
They call for training on media and news liter-
acy and the reflective use of the media, as well
as supporting fact-checking initiatives.

# Safety of journalists

A recurrent topic of the expert interviews re-
ferred to the problem of safety for independ-
ent journalism. Experts expressed concern at
the increase of smear campaigns and hate
speech on social media, which have caused
harm to the reputation and safety of journal-
ists. Several journalists also underscored the
recent increase in verbal or physical attacks
on reporters by non-state actors, for instance,
at demonstrations, or when conducting inter-
views. In other cases, media experts voiced
concern about state actors who exploited
their power and verbally attacked and intimi-
dated journalists, for example in Serbia. The
expert interviews thus agree that there is an
urgent need for action to support independ-
ent and critical journalism, which is also
widely considered to be a trustworthy source
of information by citizens in the various coun-
tries under analysis.

Research parameters and project infor-
mation

The EnTrust project is funded by the EU in the
context of the Horizon2020 Research and In-
novation Programme (Grant Agreement No.
870572). The recommendations and findings
presented in this policy brief are based on
the Integrated Report on Trust and the Media,

as well as on an expert roundtable between
the research team and the following experts:
Barbora Bukovska, Article 19; Artemiza-Tati-
ana Chisca, Council of Europe - Media and In-
ternet Governance Division; Audrius Perkaus-
kas, European Commission - DG Connect - Au-
diovisual and Media Services Policy; Renate
Schroeder, European Federation of Journal-
ists; Harry Panagopulos, European Commis-
sion - DG Just - EU Citizenship Rights and Free
Movement; Jan Penfrat, European Digital
Rights; and Alberto Rabbachin, European
Commission - DG Connect - Media Conver-
gence and Social Media.

The EnTrust consortium consists of eight part-
ner teams conducting research and dissemi-
nation activities in seven countries (the Czech
Republic, Denmark, Greece, Germany, Italy,
Poland and Serbia), and at the EU-level. Its
work-plan consists of seven work packages
devoted to the systematic analysis and reflec-
tion of different aspects of the topic:

1. The Theoretical and Normative Underpin-
nings of Trust and Distrust

2. Trust and Distrust at the Street-level of Pub-
lic Policy

3. The Role of Democratic Social Movements
in the Formation of Trust and Distrust

4. The Role of the Media in Trust and Distrust
Building: Information or Polarisation?

5. Developmental-psychological Insight into
Trust and Distrust

6. Appraising Citizens’ Trust and Distrust in
Governance: Forms, Determinants, Effects
and Remedies

7. Civilising Trust and Distrust: Role Models
and Recommendations


https://entrust-project.eu/files/2022/10/Trust-and-the-Media-integrated-report-WP4.pdf
https://entrust-project.eu/expert-roundtables-trustworthy-media

Enlightened trust in governance

EnTrust

June 2023 W Issue 4

Further work packages are committed to the
dissemination, exploitation and communica-
tion of research, management and ethical is-
sues.

Further information on the EnTrust project is
available at www.entrust-project.eu.
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Contact

Prof Dr Christian Lahusen
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